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This paper presents a procedure for anomaly detection of temperatures in different key components of the power
train in a fleet of similar vehicles. The anomaly detection is based on the characterization of the typical temperatures
observed in the fleet of vehicles under all the working conditions that they develop. These typical temperatures are
obtained by clustering methods and they are used as reference for identification of those vehicles where some
abnormal behaviors, that can be symptoms of possible performance degradations or failures, are observed. The
procedure uses data collected in real-time from the vehicle and they are used as inputs of a Self-Organized Map
(SOM) able to discover the typical temperatures expected in their operation. The patterns obtained by the SOM
cluster the vehicles according to similar behaviors concerning the temperatures observed at the different key points
monitored. This offers a quick and effective view about the performance of each vehicle system respect to their
reference temperatures obtained. Vehicles with untypical behaviors regarding the rest of vehicle fleet could suggest
the existence of latent failures or degradations. Observing how each vehicle behavior shifts through the different
neurons of the SOM, a prognosis can be made about the possible evolution of an anomaly detected. The paper
includes some examples of application of the procedure used for the evaluation of the condition of the vehicle fleet.
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check the consistency of all the temperatures
measured in a vehicle under several working
conditions. If an abnormal value of a temperature

1. Introduction

Today industry is immersed in an important effort

of digitalization (Binder et al. 2019, Vaidya et al.
2018). Also, the automotive industry is in this line
since some years (Mastinu et al. 2019). More
services can be offered to the driver and more
information is available for monitoring the
condition of the main components of a vehicle.
This paper addresses this latter objective and
analyses a particular case that was considered
within a broader project performed by S.A.T.E.
and IIT (see affiliations of the authors) for a
renowned vehicles OEM (Original Equipment
Manufacturer) for the development of tools for
the condition monitoring of the key elements of
an industrial vehicle in order to detect as soon as
possible abnormal behaviors than can end in an
undesired unavailability of the vehicle. Also, this
type of strategy allows a better planning of
maintenance and associated resources. In
particular, this paper will describe a method to

is observed with respect to its expected value
taking into consideration its consistency with the
other temperatures, an incipient fault could be
present that would have to be investigated.
Machine learning techniques (Bonaccorso, 2017,
Goodfellow et al. 2016) will be used to reach this
goal.

This paper is organized as follows. Section 2
describes the objective of the study carried out.
Section 3 presents the different variables of
temperature monitored. Section 4 presents the
method for building a model characterizing the
patterns of temperatures observed. Section 5
describes the procedure used for anomaly
detection and some examples. Finally, section 6
presents the main conclusions of the developed
study.
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2. Objective

The objective of this paper is the analysis of the
coherence of temperatures measured in several
key points of a powertrain of a vehicle. The idea
is to discover as soon as possible abnormal values
of temperatures that do not correspond to those
expected for the observed operation conditions of
the vehicle. The detection of an inconsistent
temperature related to another observed is
important in order to detect anomalies or
degradations in components, but also for knowing
the main focus of thermal problems that can have
potential severe consequences on the operation
conditions of other components of the vehicle.
The detection of anomalies is also useful when
different vehicles of a fleet are compared, so the
vehicles that are working under different
conditions than others can be detected, avoiding a
degradation of conditions in the components
affected and the function that they are carrying
out.

The objective described is reached through the
developments of the following consecutive tasks:

6] Identification of temperatures to

observe and to characterize.

(ii) Model building for pattern discovery of
the temperatures observed.
(iii) Use of the patterns discovered for

anomaly detection
They are described in the next sections of the

paper.

3. Identification of temperatures to observe
and to characterize

The study presented in this paper is based on
several temperatures measured in real-time during
the operation of each vehicle of the fleet. The list
of measurements used is the following:

1. Intake manifold air temperature

2. Coolant temperature

3. Air intake temperature (upstream turbo
COMpIessor)

4. EGR cooler temperature

5. Air charger intercooler  downstream
temperature

6. Urea temperature

7. Exhaust gas temperature T1 (upstream DOC)

8. Exhaust gas temperature T2 (downstream

DOC)
9. SCR upstream temperature
10. SCR downstream temperature
11. Environmental temperature

Where EGR, DOC and SCR refer respectively to
the Exhaust Gas Recirculation, the Diesel
Oxidation Catalyst and the Selective Catalytic
Reduction process.

All these temperatures were recorded in °C at a
sampling rate of 1 s.

4. Model building for pattern discovery of the
temperatures observed

The mode to build has as objective the assessment
of the temperature sensors consistency using the
characterization of the combination of values
typically observed in the temperatures during
operation.

The main steps of the model building process are
the following:

1. Selection of a data training set corresponding
to time periods of normal operation of the
vehicles. This will be used to obtain patterns
of typical temperatures.

2. Model building. The objective of this step is
to obtain a general model of temperature
patterns for the whole fleet. This general
model is based on the training data set
previously selected.

The next sub-sections will describe these steps
and the results obtained.

4.1 Selection of a training set of data for model
training

The objective of this task is to obtain a dataset
from which temperature patterns will be
discovered. It is necessary to perform a pre-
processing task of basic analysis of the data
available in order to guarantee its reliability. In
this way, for example, the chosen dataset must
not include outliers, empty values for some or
several variables, or continuously constant values
in dynamic variables.
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Fig. 1 - Training dataset of temperatures selected in a
vehicle example.
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After a previous pre-screening, the dataset
selected included 3 million cases or samples and
it was reduced to half of a million taking one
sample out of 6 consecutive ones. At this point, it
was verified that the relevant dynamics of the
information was maintained after this process of
data reduction. This accelerated the learning
process maintaining the essence of the dataset
from which the patterns will be discovered. As an
example, Fig. 1 shows the evolution of the
temperatures in a vehicle for a selected period of
time representative enough of its normal behavior
at several operation conditions. This is an
example of a training dataset from which
temperature patterns will be discovered.

4.2 Model building
The model developed is based on machine
learning techniques (Bonacorso, 2017) for

clustering. In particular, unsupervised clustering
methods. The term “unsupervised” refers to the
fact that no knowledge is required a priori for the
classification and assignment of labels to
distinguish the meaning of the profiles under the
clusters. This is the case in this context because
the idea is to find typical values of temperatures
associated in several points of the vehicle under
different working conditions without any a priori
knowledge about what they have to be.

In this case, a Self-Organized Map — SOM
(Kohonen, 2001, 2014) was used as an algorithm
to discover different profiles of temperatures, but
other algorithms could also be feasible. The idea
behind the use of this algorithm is to classify the
different samples of temperatures jointly
observed in the typical operation of a vehicle, by
areduced number of patterns or clusters. This will
facilitate to focus the attention of the huge amount
of measurements collected into a small set of
clusters.

The patterns to be obtained would jointly
represent the most typical values of the 11
temperature variables selected for the temperature
consistency analysis.

The number of patterns to use is difficult to decide
a priori with accuracy. A well-known method
used to suggest the optimum number of clusters to
consider in a data set is the Elbow method
(Kodinariya and Makwana, 2013). This method
estimates the percentage of variance explained as
a function of the number of clusters tested. The
number of optimum clusters is found when testing
the addition of a new cluster to the set of clusters
does not add much new information.

In order to apply the Elbow method and to decide
the most convenient number of clusters to use,
another clustering algorithm named as k-means is

applied (Reddy and Aggarwal, 2013). Fig. 2
presents the result of the application of the Elbow
method and according to this figure, nine is the
number of clusters suggested to use for an
explanation of the variance of around 95%, which
is a reasonable value. However, although nine is
the number of clusters suggested, in this study
twelve cluster were used to better guarantee the
explanation of the variance of 95% or higher in
the process of modelling.
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Fig. 2 - The Elbow method applied for the selection of
the number of clusters for the model characterizing the
normal behavior.

Once the training dataset was selected and the
number of clusters to be used was decided, a
model using the SOM (Self-Organized Map)
algorithm was applied for discovering the 12
patterns or clusters tested. Even when k-means
can suggest the patterns to consider, they were not
used and in its place a SOM algorithm was
developed for an easy interpretation of the
clusters. The configuration of the SOM map was
an architecture of 3x4 neurons with a hexagonal
neighborhood region. MATLAB®© was used as
the tool for this study.

9 10 11 12
5 6 7 8
1 2 3 4

Fig. 3 - Topological representation of a SOM with
dimensions 3x4. The numbers in the figure represent
the numbering assigned to the neurons inside the map.
This order is applied in the next three figures.

The characteristic of this map is the fact that
neurons that are neighbor in the map will also
have similar patterns. Referring to Fig. 3, which
shows how the patterns are topologically placed
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in the map configured for the model, it can be said
that patterns 1 and 2 are similar between them,
and very different from patterns 11 and 12, which
are at the opposite side of the map.

Fig. 4 shows the number of cases from the training
dataset covered by each pattern / neuron. Since
patterns are topologically placed as shown in Fig.
3, it is possible to observe from this Figure that
the pattern 12 is the most frequent followed by the
pattern 10. In general, the most part of the cases
observed are in the row of neurons at the top of
the map which are the most frequent patterns of
behavior.

Hits

80570 63600

-1 -05 0 05 1 15 2 25 3 35 4 45

Fig. 4 - Hits or examples falling per each temperature
pattern of a vehicle example.

A graphical representation of the patterns
discovered is in Fig. 5. The numbers (1 to 11) in
the x-axis shown for each graph correspond to the
temperatures described in section 3 using the
same order.

According to this figure the patterns discovered
correspond mainly to different levels of the
variables 4 (EGR cooler temperature) and 7 to 10
(Exhaust gas temperature T1 (upstream DOC),
Exhaust gas temperature T2 (downstream DOC),
SCR upstream temperature and SCR downstream
temperature). These are the most relevant
variables in this joint thermal analysis of
temperatures in a vehicle. Also according to the
machine learning technique used, which uses the
auto-organization conception, it is possible to
observe how the profiles of the patterns change
smoothly along neighboring neurons from one
corner of the map to the opposite in a diagonal
line.
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Fig. 5 - Patterns discovered in the temperature training
set — Joint view of a vehicle example.

Fig. 6 is also useful to know better the patterns
discovered. There, each subplot shows the
contribution or sensibility of a specific attribute.
The colors in each subplot represent from light to
dark a higher contribution for this pattern to the
model obtained. According to this, the Exhaust
Gas Temperature T2 (Downstream DOC), the
SCR Upstream Temperature and the SCR
Downstream Temperature contribute in a similar
way to explain the whole map. The same
consideration can be made concerning the
Environmental Temperature and the Air Intake
Temperature, which have a very similar behavior
explaining the map.
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Fig. 6 - Influence of the input variables on the map
obtained and patterns discovered in a sample vehicle.

After obtaining the model for the temperature
patterns it is convenient to know the basic
statistical characteristics of the cases that populate
each pattern in order to know their distribution.
Each pattern represented by the neurons in the
SOM map has a centroid which represents the
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mean values of the attributes within the pattern
and whose values were represented in Fig. 5.
Also, Fig. 4 shows the number of cases from the
training set belonging to each pattern. As an
example, Table 1 presents the basic statistical
values found for the cases of some patterns
discovered and some input variables. This table is
not complete due to the space required to present
it.

Table 1 - Characteristics of some input temperatures
used in the SOM map for some patterns in a vehicle
example.

Pattern 1 Pattern 11 | Pattern 12

- mean 38,03 53,92 47,79
g std 12,76 | ... 8,64 7,86
g max 87,06 | ... 98,66 81,26

min 12,36 | ... 13,46 17,36
o | mean 79.56 | ... 82.58 80.33
% std 4.00| ... 2.55 2.62
g max 9296 | ... 91.46 91.46

min 69.06 | ... 61.36 54.00
« | mean 425| ... 7.03 5.61
% std 9.02 | ... 7.66 8.25
g max 3156 | ... 36.66 44.76

min -10.14 | ... -11.74 -10.64

mean

std

max

min
= mean 2.82 | ... 5.64 3.82
é std 940 | ... 7.90 8.4
g max 3166 | ... 37.06 41.66

min S12.14 | .. -12.64 -12.64

The process described previously corresponds to
one case used for its illustration but in the same
way it was applied to the rest of vehicles of the
fleet obtaining similar results (see Fig. 7 where
the patterns obtained from three vehicles are
compared and it can be seen that they are quite
similar). After this analysis it was decided to build
a general model applicable to any vehicle of the
fleet. A set of five training data sets from different
vehicles were used selecting 500,000 samples
from them. This was the training set used for
obtaining the general model used as reference to
discover anomalies. The procedure and results
obtained for this general model were similar to
those described before for a single vehicle.

However the patterns obtained are more robust
because they come from a diversity of vehicles
preventing the loss of representativeness of the
model.

5 Temperature Patterns discovered

‘—Vehic\e 1 ~
800 f ~-=Vehicle 2 A S
|= =Vehicle 3 f ~ee o)

,
/

Temperature [°C]

Attribute

Fig. 7 - Comparison of patterns obtained from three
different vehicles.

5. Use of the patterns discovered for anomaly
detection

The anomaly detection method uses the general
model that characterizes the normal behavior
expected in the set of temperatures monitored in a
vehicle. The method proposed is based on the
three main elements that follow:

e Neuron attribute centroids: centroid values
are the reference temperature patterns
identified by the SOM algorithm.

e Standard deviation of each attribute within
each neuron: for each attribute and each
neuron, this is the standard deviation of the
values taken by the attribute within that
neuron in the training set.

e Probability density distributions of the
temperature variables in the whole training
set (global density functions) and within each
neuron (local density functions).

Local probability distributions are obtained
through a kernel density estimator, the bandwidth
of which is obtained through the rule of thumb of
Silverman (Silverman, B.W, 1986).Probability
density distributions are discretized at equally-
spaced values (100 samples for each local
distribution) within the range [p-4.5c; ut4.56];
where 1 is the centroid value of the neuron for the
temperature variable analyzed, and o is its
standard  deviation.  Discretizing  density
distributions with 100 equally-spaced samples is
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enough to compute the density values of new
observations through the linear interpolation of a
value and the equally-spaced samples. The range
[u-4.56; ut4.56] ensures that the values at the
probability distribution tails are 0; this range is
justified due to the fact that a range equal to [p-
30; put3o] includes 99.95% of the samples that
make up the whole distribution according to the 3
sigma rule of normal distributions (Friedrich
Pukelsheim (1994)). This approximation assumes
that the distributions of the temperature variables
follow a normal distribution. This hypothesis is
confirmed according to the analysis of these
distributions.

Three main types of probability density functions
can be represented:

e Normal distribution: these  density
distributions belong to vehicles with similar
variable values. Its graphic representation is:

— -

Where the red circle represents the neuron
centroid p, the two cyan rectangles represents
the p-26 and pt2c values and the dark blue
shape represent the distribution of the data. In
this case the number of samples in
correspondence of the centroids is the highest,
as expected for a normal distribution.

e Skewed distribution: these  density
distributions belong to a set of vehicles in
which most of them show equivalent variable
values, but there are a lower number of
vehicles with shifted variable ranges. Its
graphic representation is:

—o—i

e Multi modal distribution: these density
distributions occur when there are two (or
more) clusters of vehicles. Usually the
centroid of neuron is located in between both
distributions if the number of samples is the
same in both clusters. Multi modal
distributions usually appear when two or more
different behaviors are under a same neuron.
Its graphic representation is:

-

As an example, Fig. 8 shows the probability
density functions of the cases represented by the
twelve patterns of the general model obtained for
the particular variable Exhaust gas temperature

T1 (upstream DOC). It can be seen that the
distributions are normal or slightly skewed.

So Fig. 8 shows the values of a single attribute of
the SOM model and it can be seen how the
structure of the SOM [3x4] determines how the
neurons are distributed throughout the attribute
axis.
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I P robability density function
700
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0
'

0 2 4 6 8 10 12 14

Neuron

-100

Fig. 8 - Probability density functions of the samples
represented by the twelve patterns of the general model
for the particular variable Exhaust gas temperature T1
(upstream DOC).

5.1 Membership coefficient definition

When a new observation of a temperature variable
is collected, it has to be studied to detect any
potential anomaly. This study requires to observe
if the new observation is well represented by the
corresponding probability density functions of the
pattern to which it is assigned within the SOM. In
order to assess the probability that the new
observation belongs to such probability density
functions, an index is defined in this paper, which
is the “membership coefficient”.  This
membership coefficient is the interpolated value
of an observation within its corresponding
discretized density function as shown in Fig. 9.

Fig. 9 — Example of how membership coefficient is
Linear interpolation
W\ B e
L]
L]

 — Membership value of (x)

® » Discretized
probability density

Q distribution

................ — Equally spaced samples
b n (x)

A
computed for an observation (x) within a discretized
probability density distribution.

Fig. 10 shows an example of how probability
density functions (pdfs) are obtained for a generic
temperature variable. In this example, a simple
map with three neurons is considered. As can be
seen, the global density function is computed over
the entire training set, whereas the three local
density functions are computed over three training
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subsets, made of the temperature samples
assigned to the different neurons of the map. This
figure shows also how the membership coefficient
is obtained for a single observation, based on the
normalized probability density functions.

o

oON A O ®ON

0 100 200 300 400 500 600 700

Number of samples

Normalized
density value

0 100 200 300 400 500 600 700

s promepmaroe —

Global membership

Membership
coefficient

¢ 0
0 100 200 300 400 500 600 700
Temperature [°C]

/7" Local pdfs
/" Global pdf
Histogram

® O Neuron centroids

* Set of temperature values
@ Observation

Fig. 10 — Example of probability density functions and
membership  coefficient computation for an
observation.

Local and global membership coefficients are
explained in the next section.

5.2 Criteria defined for anomaly detection

A set of criteria was set in order to evaluate how
likely a new set of temperatures measured belongs
to the reference model, which is the model built
as described in the previous section. The criteria
are based on three indicators, which are used to
assess the temperature map:

e [Local membership coefficient. This local
indicator represents the location of an
observation within the local probability
density function of the closest neuron to which
they belong. Very low membership values
indicate that the new measured value is rarely
present in the local distribution obtained from
the training set.

e Distance from neuron centroid. This local
indicator is an expression of the distance
(quantified with regard to each wvariable
standard deviation) between the centroid and
the temperature value observed.

e Global membership coefficient. This global
indicator represents the location of an
observation within the global probability
density function. Very low membership
values indicate that the new measured value is
rarely present in the global distribution
obtained from the training.

Threshold values must be set for each indicator in
order to differ normal conditions from warning
and alert scenarios. When all the coefficients fall
out of acceptance thresholds, an alert state is
detected. In case that just some of them fall out of
their acceptance thresholds, a warning scenario is
detected.

5.3 Examples of application of the anomaly
detection

In order to illustrate how this methodology was
applied to the system previously described, the
results obtained in the assessment of one of the
variables of the model is shown in Fig. 11. This
figure shows the evolution of a temperature signal
during a certain period of time. In this period
different scenarios took place: normal, warning
and alert conditions. The threshold values set to
define a normal condition were:

e Local and global membership coefficients
have to be greater than 104,

e Distance from the neuron centroid has to be
lower than 3.

These conditions were adjusted according to the
distributions obtained for the training set and
based on some knowledge on the expected
behavior of specific components made available
by the experts. The bottom part of the figure
shows how the system evolves from warning to
alert conditions. It can be seen that the transition
takes place fluctuating between both conditions.
In those cases where the global membership
coefficient is below its acceptance threshold, it
means that the observation is not very frequent; in
the case instead that the local membership
coefficient is below its acceptance threshold, it
means that the observation is not within the value
ranges of the training set and, therefore, it is an
anomalous value. Distance to centroid coefficient
can be understood in a similar manner to the local
membership coefficient. The results shown
correspond only to a single value but they depend
on the rest of signals of the model due to the fact
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that a neuron is active or not depending on the
values of all the temperature variables.
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Fig. 11 Assessment of a temperature signal based on
the temperature value, its distance to the centroid, its
local and global membership coefficients and the
neuron that is active for each observation. Warning
conditions are marked in light color, alert conditions
are marked in dark color

6. Conclusions

The methodology proposed for the assessment of
behavior conditions based on indicators grounded
on probability density functions and deviations
from reference values determined through Self-
Organized Maps is a novel strategy in the
assessment of industrial components.

This methodology was applied in a fleet of
multiple vehicles with the aim to improve the
characterization of a normal behavior pattern used
to assess future behaviors in the fleet of vehicles.

Warnings and anomalies detected were in most of
the cases due to wrong sensors measurements or
component malfunction, as confirmed by the
association of the model results with the failures
occurred to the vehicles and the maintenance
interventions. This confirms that the methodology
presented in this paper succeeds in the detection
of normal, warning and alert conditions in a real
scenario.
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